
         
         
         
         
            
            
            

NEWS RELEASE 
DEA Extortion Scam Noted in Highlands County 

7 February 2014 
 

Have you purchased prescription medication over the internet or by telephone 
recently? If so, you may be contacted by someone claiming to be an agent with the 
Drug Enforcement Administration who wants to arrest you! This is a scam designed 
to scare potential victims with threats of arrest if financial demands are not met.  
 
Highlands County Sheriff’s Detectives have received one complaint so far on this 
scam however more people may have been approached and they have not made 
reports to law enforcement. Fortunately, as far 
as we know in Highlands County, no one has 
actually sent any money to these criminals. 
This scam has drawn the attention of the DEA 
however, and there is a direct link to their press 
release on the U.S. Department of Justice, 
Drug Enforcement Administration website 
(www.justice.gov/dea/index.shtml).  
 
Impersonating a federal agent is a violation of federal law. The DEA’s press release on 
this scam warns the public that “…no DEA agent will ever contact members of the 
public by telephone to demand money or any other form of payment.” The release 
goes on to outline the controls that are in place regarding sales of controlled 
substances on line.  
 
Anyone receiving a telephone call from a person claiming to be a DEA Agent is 
advised to refuse to send money. In addition, the DEA requests that people who have 
received these calls fill out the Extortion Scam Online Reporting Form that can be 
found at their website noted above. The press release goes on to say that “Online 
reporting will greatly assist the DEA in investigating and stopping this criminal 
activity.”  
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The DEA’s website features this link to 
the press release about the Extortion 
Scams. 


